Abstract-Noise and interference make a substantial impact on wireless transmissions in industrial environments, resulting in frequent erroneous packet deliveries. Existing industrial communication standards adopt the IEEE 802.15.4 specification, which provides no means to correct the detected errors. We propose an IEEE 802.15.4-compliant Forward Error Correction-based approach that can be easily retrofitted into the standard without the need for any kind of interaction with chip manufacturers or standardization bodies. We evaluate the approach on link-and network-level scenarios. Improvement of reliability by using FEC can yield multiple benefits: a reduced number of retransmissions, and lower average latency, to name a few. With respect to the uncoded system, the proposed solution provides identical coding gain as the traditional FEC method, at a significantly lower computational load of decoding.
I. INTRODUCTION
The penetration rate of Wireless Sensor Networks (WSNs) in Process Automation continues to increase. Industrial Wireless Sensor Network (IWSN) technologies have found their place in industrial control systems due to the flexibility and cost reduction that they offer. However, a number of physical factors threatens to compromise the fulfillment of strict realtime and reliability requirements in IWSNs [1] . Two methods of improving communication reliability are Automatic Repeat Request and Forward Error Correction.
Automatic Repeat Request (ARQ) is based on packet retransmissions with an inherent drawback of increased latency. This is in direct conflict with time-critical requirements of industrial applications. The empirical results from [2] revealed that excessive retransmissions may lead to more serious consequences, such as network congestion and complete halt of the observed industrial process.
In Forward Error Correction (FEC), reliability is improved by introducing redundant information in the original data. The literature on FEC coding in WSNs is plentiful. However, to the best of our knowledge, the works in [3] and [4] are the only works providing a packet-level insight of coding in WSN, whereas this work is an enhancement of [4] . The authors of [3] introduce a MAC layer FEC scheme with Reed-Solomon (15,7) code, but this implementation violates the IEEE 802.15.4 format by reducing the control fields below the minimum dimensions prescribed by the standard. A lightweight XOR-based FEC algorithm in [5] fragmentizes and sends the original data over multiple paths. XOR-based checksums of data fragments are sent in separate packets.
Such an approach would be highly inefficient for small IWSN packets due to header and traffic overhead. Furthermore, the checksum packet loss stultifies the entire transmission, since the integrity of data fragments could not be checked in the sink. A vast majority of FEC-related work for WSNs focuses on energy efficiency of the coding. In [6] , relationships are set between the energy efficiency of FEC scheme, communication distance and packet size. Cross-layer approaches yielding energy-efficient designs of FEC schemes are proposed in [7] and [8] . The authors of [9] investigate the performance of adaptive FEC schemes, without considering the IEEE 802.15.4 standard. Energy consumption is not considered in this paper.
With respect to the state-of-the-art works, we propose an IEEE 802.15.4-compatible FEC scheme on the MAC layer, that can be retrofitted and deployed immediately. We argue that FEC on the MAC layer is more appropriate than on the Physical (PHY) layer. Two properties of the proposed solution are particularly important for its applicability in practice. Firstly, the packet format prescribed by the IEEE 802.15.4 specification must be maintained, for backward compatibility reasons. Our solution incorporates FEC coding on the MAC layer without disrupting the packet format defined by the specification. This not only provides a smooth integration of FEC codes into the standard, but also allows nodes that do not employ FEC coding to participate in the network. Secondly, the FEC codes employed must have low complexity, with respect to the computational and memory resources [4] . The scheme is flexible in the sense that the number of decoding actions on a packet at an intermediate node before being forwarded ranges from a simple correctness check, in the case of an uncorrupted packet, to full decoding and error correction in the worst case. Our solution also liberates the network from carrying irreparable packets. We show that the proposed FEC scheme exhibits a significantly better performance than the uncoded approach. Compared with traditional FEC scheme, a remarkable reduction of decoding operations is also achieved by our solution.
Section II of this paper briefly describes the basic concepts of the IEEE 802.15.4 standard and FEC coding. In Section III we introduce the proposed FEC solution and analyze the theoretical error performance. Section IV describes the experimental setup and simulation scenarios, followed by the discussion and analysis of the results in Section V. Section VI concludes the article. 
B. Forward Error Correction
FEC coding introduces redundancy into the transmitted data, in order to preempt the problem of potential packet corruption and recover the original data. In this work we employ ReedSolomon [11] (RS) block codes with hard decision decoding. Provided the original message length is k symbols a FEC encoder is adding n − k redundant symbols to form an nsymbol codeword i.e. block. A newly formed codeword can tolerate a certain number of bit errors, while still being fully retrievable in the FEC decoder.
III. PROPOSED ENHANCED FEC SCHEME FOR IEEE 802.15.4
In this section we describe our proposed FEC scheme for IEEE 802.15.4 and analyze the error performance with and without the MAC-level FEC protection.
A. Applying FEC Codes at the MAC layer
In most of the cases, due to the lack of access to the "silicon", applying FEC on the MAC layer is more appropriate and flexible than on the Physical layer, especially for software implementations. Theoretically, protecting all layers, including PHY, may increase reliability. However, even if applying FEC on the PHY layer is feasible, it means involving the packet preamble and PHY header in the FEC processing. The preamble is used for synchronization and PHY header carries the information about packet length. Coding, for instance, the preamble, which is the largest field in the PHY, will not provide higher gain, since the corruption of preamble leads to packet loss or drastically increases the bit-stuffing process in order to guarantee integrity and eliminate out-of-sync packet receptions.
The choice of FEC code in this work is based on the conclusions from [4] . Systematic FEC codes with decent speed constrained by the timing requirement from the standard are appropriate for our proposed FEC scheme. The authors have shown that Reed-Solomon RS(15,11) block code [11] is suitable for IEEE 802.15.4-based IWSNs. Balakrishnan et al. [12] claim that that binary BCH codes with Application-Specific Integrated Circuit (ASIC) implementation are most suitable for WSNs. However, in many cases, software implementation is still more flexible at a lower cost than the hardware-based approach. Due to the reasons previously stated, we apply FEC codes in MAC layer instead of PHY. Hence, in order to make packet detection possible, IEEE 802.15.4 preamble and PHY header are not encoded.
In this paper, we propose a flexible FEC scheme applied in MAC layer of IEEE 802.15.4 for multi-hop IWSNs. Our solution places the redundancy obtained by coding the header and coding the payload into the field denoted as New FEC Field at the end of the MAC payload of the original data frame, as shown in Figure 1 . The first part saves the FEC redundant data generated from the MAC header and the second part saves the data from the payload, which has slight implications on the encoding scheme. The complete MAC layer packet is split into three parts: the header, payload and the checksum field. Both MAC header and payload are further divided into symbol groups of size corresponding to FEC code message length. Zero padding is applied to the last group if its length is less than the FEC message length. Each block is encoded with systematic FEC codes, except for the Frame Check Sequence (FCS) field. Finally, the added redundancy from each encoded group is stored into the corresponding place inside the new FEC field following the payload. A new flag in the MAC header indicates whether FEC coding is used or not.
The decoding procedure of our FEC scheme is an improvement of [4] . In this work, the encoded MAC header and payload are rebuilt and processed separately by the decoder. An intermediate node in multihop communication is able to check the packet by processing the FCS checksum. If no bit error is found, the node can determine, without decoding the packet, whether it is the final destination, an intermediate node, or it should just ignore the packet. This is possible because the PHY header is left uncoded and MAC header in a coded packet is still visible to the node. By enabling the nodes to directly decide whether to forward or discard the packet, the entire decoding procedure is avoided, and network is spared from carrying potentially irretrievable packets. If FCS check indicates the presence of errors, the packet should be decoded and processed.
Another important advantage of this scheme is the compatibility with the original standard. Since the syntax of the encoded packet is preserved, a sensor without FEC scheme implemented is still able to process the encoded packet normally. This fact has a major significance for multi-hop networks, since the lack of FEC scheme implemented on sensor nodes will not affect packet forwarding. Further optimization of our previously proposed FEC scheme aims at simplifying the required number of operations taken by the routing sensor nodes in a multi-hop network. Since the MAC header and payload are encoded separately, if a corrupted packet only contains errors in the MAC header, the routing node, which has FEC scheme implemented, only needs to recover the header by error-correction, instead of decoding the whole packet. The actions taken by routing nodes to forward packets are summarized in Algorithm 1. This optimized FEC scheme reduces the workload of routing nodes and makes the procedure more flexible. It is noticeable from the algorithm that routing nodes shall guarantee the correctness of packets. Irreversibly corrupted packets shall not be forwarded, thus saving network resources and bandwidth and reducing the processing load. Rebuild encoded header blocks, pad zeros if necessary 5: Decode header blocks 6: if decoding failed then By our proposed solution, the implementation complexity is increased, as well as the computational load of transmitter nodes. In addition, compared with traditional FEC methods, our solution does not provide an increase in overall Packet Delivery Ratio (PDR). However, the compatibility with IEEE 802.15.4 and the flexibility for multihop networks are achieved, as elaborated above. This can also be observed from the proposed packet forwarding algorithm, whose properties make it more suitable for multihop IEEE 802.15.4-based IWSNs than traditional FEC schemes.
B. Error Performance Analysis
In this subsection, we provide an error performance analysis of both uncoded and coded transmissions, based on the proposed FEC scheme. We assume that the effect of the interferers on the individual packet level is similar to Additive White Gaussian Noise (AWGN) with power spectral density N 0 /2 in the same bandwidth, since it is believed that the analysis based on AWGN model leads to the similar result as the one based on a more practical channel model.
IWSNs usually operate in 2.4 GHz band with Offset Quadrature Phase Shift Keying (OQPSK) modulation scheme. For OQPSK modulation with DSSS, the Bit Error Rate (BER) without considering the phase noise is given by [13] :
where K b = log 2 M s denotes the number of bits per symbol, M s = 16 is the size of the signal constellation, and E b represents the energy per bit.
For an uncoded system, provided the whole packet length, including the PHY layer header, is l bits, the Packet Error Rate (PER) P e is [13] :
For coded transmissions, we evaluate the performance of our proposed FEC scheme with RS(15,11) code. For RS(n, k) codes, k indicates the original data length and n is the length of the codeword. The error correction capability is t = (n−k)/2. Provided that the block length of RS is n bits, the probability that a codeword is wrongly decoded is given by [13] :
where P sym e is the symbol error rate obtained from (2) . The symbol length depends on the RS code used.
In our proposed FEC scheme, there are three sections in a packet that are out of the FEC protection range: the synchronization header, PHY header and MAC layer FCS field. Although FCS field is not FEC-encoded, its corruption will not lead to the failure of packet decoding, as it was motivated in the forwarding and decoding algorithms. This does not hold for corruption of the synchronization header and PHY header, in case of which our FEC scheme cannot contribute to the performance improvement.
For operation in the 2.4 GHz frequency band, as required by the IEEE 802.15.4 standard, the synchronization header consists of the Preamble field of 4 bytes and start-of-frame delimiter of 1 byte, as well as 1-byte PHY header. Thus, the total length of these three components is 48 bits. We assume that the MAC layer header is h bits long, so the payload is l − h − 48 − 2 × 8 = l − h − 64 bits long. According to our scheme, a one-bit FEC flag is always checked before decoding, so the corruption of the flag will also result in the failure of Fig. 2 . Theoretical PER of the proposed solution, traditional RS(15,11) scheme and uncoded transmissions packet reception. Therefore, the PER of our proposed FEC scheme P e can be written as:
where P r is obtained from (3) and m is the number of bits in one RS symbol. Figure 2 shows the dependence of PER on received SNR for the proposed solution, traditional RS(15,11) coding scheme, as well as uncoded transmissions. The gain of our solution with respect to the uncoded system is 1 dB at the PER of 10 −3 . The proposed solution matches the performance of the traditional FEC approach in the entire observed SNR range. The traditional approach refers to directly applying FEC code to the original data without additional operations, contrary to the proposed solution, which was described above. Although our solution does not achieve lower PER than the traditional approach, it aims for providing compatibility to the existing standard and reducing the computational load of sensor nodes.
The code rate indicates the size of overhead introduced in the transmissions, which affects transmission efficiency. The code rate of our proposed scheme R is:
where R = k/n is the original code rate from RS code.
IV. EXPERIMENTAL SETUP
This section presents the particularities of executed simulations.
A. Simulation Environment and Measurables of Interest
The experiments are executed in QualNet discrete event simulator [14] in point-to-point and mesh network topologies. The performance of our approach is compared with the performance of uncoded IEEE 802.15.4 communication, as well as the traditional RS scheme. Since the original IEEE 802.15.4 standard employs error detection, rather than error correction, the number of corrupted packets for uncoded transmission equals the number of irreparably corrupted ones. The simulation parameters are presented in Table I . Real-world IWSNs often operate in non-line-of-sight conditions, which can be well represented by the Rayleigh fading model. The signal subject to Rayleigh fading exhibits fast variations in amplitude and phase shifts at the receiver, mainly due to multipath propagation and relative motion of transmitter, receiver and surrounding objects, a notable trait of typical IWSN settings. This is the main motivation for including Rayleigh fading into the experiments.
B. Packet Reception Model
An IEEE 802.15.4 packet starts with six bytes of preamble, packet delimiter and PHY layer header. As previously explained, this part of the packet is left uncoded, and our proposed solution is to place the RS(15,11) code redundancy at the end of the packet. An irrepairable packet error occurs in the following cases:
• Bit errors in preamble and/or PHY header lead to packet loss, irrespective of whether the rest of the packet can be recovered or not.
• The number of corrupted bits exceeds the error correcting capability of the code. A symbol is considered corrupted if at least one of its bits is corrupted. For RS(15,11) code, two corrupted symbols (bytes) must be at least five symbols apart, in order for the packet to be decoded.
C. Simulation Scenarios
The performance of our approach is compared to the performance of uncoded transmissions and the traditional RS(15,11) FEC scheme in two scenarios. The measurements of interest in both scenarios are PDR and the number of decoding function calls. Communication in both scenarios is subject to Rayleigh fading. 1) Scenario I: According to the theory, transmitter-receiver separation is inversely proportional to PDR. The first scenario includes two sensor nodes at a distance of 75 meters, which is 75% of node's transmission range in the propagation model of the simulator, for the given transmit power. The sensor refresh rate is 500 ms.
2) Scenario II: This scenario includes three random mesh topologies of 26 sensor nodes and a centrally located sink. All sensor nodes are instructed to report measurements with a refresh rate of 1 sec and the topologies are shown in Figure  3 .
V. EVALUATION RESULTS AND DISCUSSION
This section presents and discusses the results obtained in the scenarios.
A. Scenario I Figure 4 shows the PDRs and the number of decoding function calls for a communication between two IEEE 802.15.4 sensor nodes under Rayleigh fading. Compared to uncoded transmissions, both the proposed coding scheme and traditional FEC scheme contributes to a relative increase in PDR of 21%. The receiver is able to retrieve a number of corrupted packets, provided none of the cases explained in Subsection IV-B occurs. In case of uncoded communication, all packet errors are irreparable, since only error detection is applied. Consequently, there is a significant difference in the number of successfully decoded packets in favor of FECcoded system. Considering the error correction capability of RS(15,11), this performance gain is within the expected range. The justification for similar PDR performance of the proposed scheme and traditional RS scheme can be found in Figure 2 .
Although our proposed scheme provides a similar PDR performance to the traditional one, Figure 4 shows one of the benefits of our solution: the number of decoding function calls of sensor nodes is more than halved. The traditional scheme decodes the entire packet, regardless of whether errors have occurred in the MAC header or in the payload, or not at all. On the other hand, by our proposed solution, decoding function is called only when necessary, so the number of calls is reduced to a great extent. 
B. Scenario II
This experiment is an assessment of the proposed approach on three mesh topologies, shown in Figure 3 . Each topology comprises a single sink and 26 randomly placed nodes, reporting their measurements to the sink every 1 second over a Rayleigh fading channel. The obtained PDRs the number of decoding function calls for three different network topologies are presented in Figure 5 .
Compared to the uncoded scheme, the proposed solution in all three topologies shows a significant improvement in PDR. Namely, the absolute improvements in PDR are between 11% and 15%, compared to the uncoded system. In terms of relative improvement, the communication reliability is boosted by 19%-38%. Since the results from three different network topologies exhibit the same trend, it follows that a significant improvement of transmission reliability can be generally achieved by our proposed scheme. The variation in PDR between the topologies is the consequence of different nodesink separations. The average distance between the nodes and the sink in Topology 1 is the longest, whereas in Topology 3 it is the shortest. Accordingly, the overall PDR from Topology 1 is lower than in Topology 2 and 3. The transmission distance is highly correlated with the received SNR, and, as shown in Figure 2 , our solution becomes fruitful for SNRs above 4 dB.
Similarly to the results from Scenario I, the proposed solution provides almost identical PDR performance as the traditional RS(15,11) scheme. However, in mesh IWSNs, the processing load of decoding in both intermediate and end nodes is significant, due to large traffic intensity. Different from the traditional FEC scheme, our proposed solution decouples the MAC header and payload decoding. Because of intermediate nodes in a multihop network, the MAC header is of a vital importance for packet forwarding and shall be always checked first. In case the errors have occurred solely in the MAC header, the proposed scheme shall only decode the header and it shall proceed to payload decoding only if the payload is corrupted, as well. Figure 5 shows the number of times the decoding function was called, for the traditional and proposed FEC scheme. For all three topologies, the number of decoding function calls is normalized by the number of times the decoding function was called by the proposed solution. It is notable from the results that the number of decoding function calls in Topology 1 is more than halved, compared to traditional RS(15,11) decoding. In Topology 3, computational savings are even more drastic -the traditional FEC scheme called the decoding function 3.5 times more than the proposed scheme.
VI. CONCLUSIONS AND FUTURE WORK
In this work, we propose a MAC layer Forward Error Correction scheme for IEEE 802.15.4-based WSN. Any systematic block code with short execution time according to the standard can be applied in our proposed scheme and in this work RS(15,11) code is chosen. Since data integrity is checked on-the-fly, the transmission of erroneous packets is prevented and bandwidth is gained. The solution allows the nodes not running FEC coding to participate in the network, as well. PDR was boosted by 21% and up to 56% in the point-to-point and mesh scenarios, compared to uncoded transmissions. The increase in reliability will also cause the number of retransmissions to decline, which will translate to lower average packet latency. Our scheme provides identical PDR performance to the traditional RS(15,11) scheme, but the number of decoding function calls is significantly reduced. This is made possible by decoupling of header and payload decoding and the reduction was observed in the experiments was 2-3.5 times.
